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Kriptografi Simetris 



Outline 

• Terminologi Kripto: pesan, cipher, kunci, 
enkripsi, dekripsi, dan teknik substitusi 

• Caesar Cipher, cara kerja enkripsi dan dekripsi, 
kekurangan 

• Vigenere Cipher, cara kerja, enkripsi dan 
dekripsi, kekurangan 

• Data Encryption Standard (DES) dan simplified 
DES 

• Pengenalan Triple DES 



INTRODUCTION OF CRYPTOGRAPHY 

References: 

1. Applied Cryptography, Bruce Schneier 

2. Introduction to Modern Cryptography, Jonathan Katz and Yehuda 
Lindell 



Definisi 

• Cryptography was the art of writing or solving codes. 

The Concise Oxford Dictionary (2006) 

• Cryptography was an art to construct and break good codes. 

Until 20th century 

• Cryptography was a science. 

The late 20th century 

• Cryptography encompasses much more than secret communication. 

Now 



Modern Cryptography 

 

It’s the scientific 
study of techniques 
for securing digital 

information, 
transactions, and 

distributed 
computations. 



Clasical Cryptography vs 
Modern Cryptography 

• Cryptography was in 
military and intelligence 
organizations. 

Classical 
Cryptography 

• Cryptography is 
everywhere! Modern 

Cryptography 



TERMINOLOGI KRIPTOGRAFI 
Introduction of Cryptography 

References: 

1. Applied Cryptography, Bruce Schneier 

2. Introduction to Modern Cryptography, Jonathan Katz and Yehuda 
Lindell 



Terminologi Kriptografi 

• Message • Message Plaintext (cleartext) 

• The process to disguise message • The process to disguise message Encryption 

• Encrypted message • Encrypted message Ciphertext 

• The process to turn back ciphertext into plaintext  • The process to turn back ciphertext into plaintext  Decryption 

• The algorithm of cryptography • The algorithm of cryptography Cipher 

• A cipher with plaintext, ciphertext, and key. • A cipher with plaintext, ciphertext, and key. Cryptosystem 



Terminologi Kriptografi 

Cryptography 

• The art and science to make message secure 

Cryptographers 

• People who practice cryptography 

Cryptanalysis 

• The art and science to break ciphertext 

Cryptanalysts 

• People who practice crypanalysis 

Cryptology 

• The branch of mathematics involving cryptography and cryptanalysis 

Cryptologists 

• People who practice cryptology 



Kriptografi 

• Sistem kriptografi dikarakterisasi dengan 3 
dimensi independen 
– The operations used for transforming plaintext to ciphertext: based 

on 2 general principles: substitution, each element in the plaintext is 
mapped into another element, and transposition, elements in the 
plaintext are rearranged. 

– The number of keys used. If both sender and receiver use the same 
key, the system is referred to as symmetric, single-key, or secret-key 
encryption. 

– The way in which the plaintext is processed. A block cipher processes 
the input one block of elements at a time. A stream cipher processes 
the input elements continuously 



Kerckhoffs’ Principle 

• The cipher method must not be required to be 
secret, and it must be able to fall into the 
hands of the enemy without inconvenience. 

 

Why? 

• It is more easy to keep the secrecy of key than 
cipher. 

• It is more easy to change the key than cipher. 



Cryptography vs Steganography 

Cryptography 

The art and 
science to make 
message secure 

It doesn’t need 
other message 

Steganography 

The art and 
science to hide 

message in other 
message 

It needs other 
message 



Cyptography’s jobs 

Authentication 

• The receiver ascertains 
originality of message. 

Integrity 

• The receiver verifies message 
that it hasn’t modified in 
transit.  

Nonrepudiation 

• A sender shouldn’t be able to 
deny that he sent a message. 



Encryption – Decryption Process 

Plaintext  Encryption Ciphertext Decryption  Original plaintext 

E(M) = C 

D(C) = M 

D(E(M)) = M 

 

M : message/plaintext 

C : ciphertext 

E : encription process 

D : decription process 

• Skema enkripsi simetris memiliki 5 bahan 
– Plaintext: original intelligible message or data 

that is fed into the algorithm as input. 

– Encryption algorithm: performs various 
substitutions and transformations on the 
plaintext. 

– Secret key: input to the encryption algorithm. 

– Ciphertext: the scrambled message produced as 
output. 

– Decryption algorithm: encryption algorithm run 
in reverse 



Encryption 

What is encryption? 

• It is a process of 
disguising plaintext 
using cipher and key 

What is the result of 
the encryption 

process? 

• It results in 
ciphertext 



Decryption 

What is decryption? 

It is a process 
of breaking 
ciphertext 
using cipher 
and key 

What is the results of 
decryption process? 

It results in 
original 
plaintext 



Example  
(The Subtitution Cipher) 

1. Given an encryption function: 

 

 

 

 

Determine ciphertexts of these plaintexts: 

– cryptosystem 

– cryptology  

Plaintext a b c d e f g h i j k l m 

Ciphertext X N Y A H P O G Z Q W B T 

Plaintext n o p q r s t u v w x y z 

Ciphertext S F L R C V M U E K J D I 



Cryptograpic Algorithm 

• A cyptographic algorithm (cipher) is the 
mathematical function for encription and 
decription. 

• A restricted algorithm is the cryptographic 
algorithm based on keeping that it works a 
secret. This algorithm has no quality control or 
standardization.  

• Key-based algorithms consist of symmetric 
algorithm and asymmetric algorithm. 



Symmetric Algorithm 

• It’s also called conventional algoritm or 
private-key algorithm.  

• The decryption key can be calculated from the 
encription key and vice versa. The decryption 
key and ecnryption key are the same. 

• Encryption and decryption process can be 
denoted by: 

    Ek(M) = C   

    Dk(C) = M 



Symmetric Algorithm (cont’d) 

Examples 
of 

symmetric 
algorithm: 

Caesar 
Cipher 

Data 
Encryption 

Standar 
(DES) 

3 Data 
Encription 

Standar 
(3DES) 



Asymmetric Cryptography 
(will be studied next) 

• It’s also called public-key algorithm. 

• The decryption key can’t be calculated from 
the encription key and vise versa. The 
decryption key and encryption key aren’t the 
same. 

• Encryption and decryption process can be 
denoted by: 

    Ek1(M) = C  

    Dk2(C) = M 



Asymmetric Cryptography (cont’d) 

Examples 
of 

asymmetric 
algorithm: 

Digital 
Signature 

Rivest 
Shamir 

Adleman 
(RSA) 



Protocol of Cryptography 

Protocol is a series of steps between 
two or more parties to do the task. 

Characteristics of protocol: 

• It has a sequence from start to finish 

• It involves two or more parties 

• It achieves something 



Protocol for Symmetric Cryptography 

• Alice and Bob agree on a cryptosystem. 

• Alice and Bob agree on a key. 

• Alice encrypts plaintext using the encryption 
algorithm and the key. The result is ciphertext. 

• Alice sends ciphertext to Bob. 

• Bob decrypts ciphertext using the same 
algorithm and key and reads it. 



Protocol for Asymmetric Cryptography 
(1) 

• Alice and Bob agree on a cyptosystem. 

• Bob sends Alice his public key. 

• Alice encrypts plaintext using Bob’s public key 
and sends it to Bob. 

• Bob decrypts Alice’s ciphertext using his 
private key. 



Protocol for Asymmetric Cryptography 
(2) 

• Alice gets Bob’s public key from database. All 
public keys are published on database. 

• Alice encrypts plaintext using Bob’s public key 
and sends it to Bob. 

• Bob decrypts Alice’s ciphertext using his 
private key. 



Protocol for Hybrid Cryptography  

• Bob sends Alice his public key. 

• Alice generates a random session key, 
encrypts it using public key, and sends it to 
Bob. 

• Bob decrypts ciphertext using private key to 
recover session key. 

• Alice and Bob encrypt their communications 
using the same session key. 



SYMMETRIC ALGORITHM OF 
CRYPTOGRAPHY 

References: 
1. Applied Cryptography, Bruce Schneier 
2. Cryptography and Network Security Principles and Practice, William Stallings 
3. Introduction to Modern Cryptography, Jonathan Katz and Yehuda Lindell 
4. Some Problems in Symmetric ans Asymmetric Cryptography,  Santosh Kumar Yadav 

(Prof. Sunder Lal and Prof. S. C. Arora) 



Symmetric Algorithm (1) 

• It’s familiar to private-key algorithm. 

• The key of ecryption and decryption are the same. 

• Symmetric algorithm consist of two types: 

– Stream cipher 

– Block cipher 



Stream Chiper 



Block Chiper 



Symmetric Algorithm (2) 



Attacking Encryption system 

• Cryptanalysis: This type of attack exploits the 
characteristics of the algorithm to attempt to 
deduce a specific plaintext or to deduce the 
key being used 

• Brute-force attack: The attacker tries every 
possible key on a piece of cipher-text until an 
intelligible translation into plaintext is 
obtained.  



Cryptanalysis 

• Cryptanalysis is the process of recovering original 
plaintext without key. 

What is cryptanalysis? 

• It results in the original plaintext, key, or an algorithm. 

What is the results of cryptanalysis 
process? 

• It work using ATTACK. 

How does it work? 



Cryptanalytic Attacks 

Ciphertext-only attack 

Known-plaintext attack 

Chosen-plaintext attack 

Adaptive-chosen-plaintext attack 



Ciphertext-only Attack (1) 

• Cryptanalyst has many ciphertexts of plaintexts. 

• Ciphertexts have been encypted using the same 
algorithm. 

• Cryptanalyst try to recover plaintexts to deduce the 
key (keys). 

• The key will be used to decrypt other ciphertexts. 

• Results: plaintext, key, or an algorithm. 

 



Ciphertext-only Attack (2) 

• Example: 

• Given ciphertexts: 

 UBSDYQBKPS  

 OXUBSZCS 

 KVQYBSDWK 

• Determine the key using Shift Cipher! 

 

 

back 



Known-plaintext Attack (1) 

• Cryptanalyst has many ciphertexts and the 
corresponding plaintexts. 

• Cryptanalyst try to deduce the key or an algorithm. 

• The key will used to encrypt plaintexts whereas an 
algorithm will be used to decrypt other new 
plaintexts. 

• Results: key or an algorithm. 



Known-plaintext Attack (3) 

• BRUTE-FORCE ATTACK is one of known-plaintext 
attack. 

• Cryptanalyst breaks ciphertext by trying every 
possible key. 

• It needs amount of ciphertexts and corresponding 
plaintexts. 

• It is applicable to all generators. 

• Example: If the length of key is 6 bits, it will take 26 or 
64 chances to find the key. 

 



Known-plaintext Attack (3) 

• Example: 

    P1 : telepon C1 : YJQJUTS   

    P2 : televisi C2 : YJQJANXN 

    P3 : telegraf C3 : YJQJLWFK  

• Determine the key! 

• Encrypt these plaintext using your key! 

    P4 : faksimil  

    P5 : radio 

back 



Chosen-plaintext Attack 

• Cryptanalyst has many ciphertexts and the 
corresponding plaintexts. 

• Cryptanalyst can choose the plaintext that has been 
encrypted. 

• Cryptanalyst try to deduce the key or an algorithm. 

• The key will used to encrypt plaintexts whereas an 
algorithm will be used to decrypt other new 
plaintexts. 

• Results: key or an algorithm. 

back 

 



Adaptive-chosen-plaintext Attack 

• This attack is one of chosen-plaintext attack. 

• Cryptanalyst can modify his choise based on the 
results of previous encryption process. 

• In chosen-plaintext attack, cryptanalyst can choose 
the large block of plaintext. Whereas in adaptive-
chosen-plaintext attack, cryptanalyst can choose the 
smaller block of plaintext. 

• Results : key or an algorithm. 



Other Cryptanalitic Attacks 

• Chosen-ciphertext attack : cryptanalyst can choose 
different ciphertexts. 

• Chosen-key attack : cryptanalyst know relation 
between different keys. 

• Rubber-hose cryptanalysis : cryptanalyst threatens, 
blackmails, or tortures someone to give him the key. 



Encryption Goal 

• The cost of breaking the cipher exceeds the value of 
the encrypted information 

• The time required to break the cipher exceeds the 
useful lifetime of the information 



Symmetric Algorithm (2) 

• Its keys are short. 

• Key of ciphers can be designed to have high 
rate of data. 

• Key of ciphers can be composed to produce 
stronger ciphers. 

Advantages 

• The key must be shared by sender to 
receiver. Disadvantages 



Symmetric Algorithm (3) 

Caesar Cipher 

Vigenere Cipher 



Caesar Cipher (1) 

• It is one of Shift Cipher that has key of 3 (K = 3). 

• This cipher is defined over Z26. It means that 
there are 26 letters in theEnglish Alphabet. 

• To encrypt the plaintext, plaintext is shifted using 
the key. 

• Encryption process: 

– C = Enck(M) = (M+K) mod 26 

• Decryption process: 

– M = Deck(C) = (C-K) mod 26 



Caesar Cipher (2) 

A B C D E F G H I J K L M 

0 1 2 3 4 5 6 7 8 9 10 11 12 

N O P Q R S T U V W X Y Z 

13 14 15 16 17 18 19 20 21 22 23 24 25 



Caesar Cipher (3) 

• Example: 

• Determine the ciphertexts of these plaintexts: 

– cryptographyistheart 

– therearetwoalgorithms 



Vigenere Cipher (1) 

• Polyalphabetic ciphers technique.  

• Implementing different cesar chipper each 
alphabet. 

• Each alphabet has different shift, generated by 
key (determined)  

• Encryption process: 
– Ci = Enck(M i) = (M i +K i) mod 26 

• Decryption process: 
– M i = Deck(C i) = (C i -K i) mod 26 



Vigenere Cipher (2) 

• key:             deceptivedeceptivedeceptive 
• plaintext:       wearediscoveredsaveyourself 

 
 
 
 
 
 

• ciphertext:      
ZICVTWQNGRZGVTWAVZHCQYGLMGJ 



Example  
(The Vigenere Cipher) 

2. Given:  

• Keyword : cipher 

• Plaintext : cryptosystem 

Determine the ciphertext by adding the key and 
plaintext! 



DATA ENCRYPTION STANDARD 
(DES) 



History 

• The Data Encryption Standard (DES), known as the Data 
Encryption Algorithm (DEA) by ANSI and the DEA-1 by 
the ISO, has been a worldwide standard for 30 years 

• The Data Encryption Standard, or DES, was developed 
in the 1970s at IBM (with help from the National 
Security Agency). 

• 1973 Federal Register, the NBS (National Bureau of 
Standards (NBS), now the National Institute of 
Standards and Technology (NIST)) issued a public 
request for proposals for a standard cryptographic 
algorithm. 

• Adopted in 1977 as a Federal Information Processing 
Standard (FIPS) for the US 



Data Encryption Standard (1) 

• It is one of block cipher and is compatible for text 

• It encrypts 64-bit blocks plaintext to 64-bit blocks 
ciphertext. 

• The key length is 56 bits then this key is added 8 
bits used for parity checking. These parity check 
are least-significant bits of the key. 

• The basic techniques of DES are subtitution and 
permutation process. The combination of these 
techniques is called round. 

• There are 16 rounds on DES algorithm. 



BLOCK DES (Encryption) 



Data Encryption Standard (2) –  
One round 



Data Encryption Standard (3) – 
One Round 



Data Encryption Standard (4) 

• Plaintext is divided into many 64-bit blocks. 

• 64-bit block is processed on Initial 
Permutation to make easier to load plaintext. 
Many system leave this process. 



Initial Permutation 

• The initial permutation occurs before round 1; it 
transposes the input block as described in the Table 
below. 

• For example, the initial permutation moves bit 58 of 
the plaintext to bit position 1, bit 50 to bit position 2, 
bit 42 to bit position 3, and so forth. 



Initial Key 

• 64-bit key is reduced to 56-bit key by ignoring 
8-bit LSB. 



Data Encryption Standard (5) 

• 56-bit key is devided into 28-bit halves. 

• The halves are circulary shifted left based on the 
round 

 

 

• 48-bit key is selected. This process is called Permuted 
choice (Compresion Permutation). 

Round 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

Number 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1 



Data Encryption Standard (6) 

• 64-bit block message is devided into two 32-bit 
blocks. 

• 32-bit right block is expanded to 48-bit block. This 
process is called Expansion Permutation. 
 
 
 
 

• The 48-bit block of the Expansion Permutation 
process output is XORed with the 48-bit key. 



Data Encryption Standard (7) 

• After XOR operation, the 48-bit result block is 
processed on Subtitution Box (S-Box). There 
are eight different S-Boxes 

• 48-bit block is devided into eight 6-bit sub-
blocks.  

• First sub-block is operated by S-Box 1, second 
sub-block is operated by S-Box 2, and so on.  

• The output of this operation is 4-bit sub-block. 



Data Encryption Standard (8) 

• Each S-box is a table of 4 rows and 16 columns. Each 
entry in the box is a 4-bit number. The 6 input bits of 
the S-box specify under which row and column number 
to look for the output.  

• The input bits specify an entry in the S-box in a very 
particular manner. Consider an S-box input of 6 bits, 
labeled b1 b2 b3 b4 b5 and b6. Bits b1 and b6 are 
combined to form a 2-bit number, from 0 to 3, which 
corresponds to a row in the table.  

• The middle 4 bits, b2 through b5 are combined to form 
a 4-bit number, from 0 to 15, which corresponds to a 
column in the table. 



Data Encryption Standard (9) 

• S-Box 1 

 

 



Data Encryption Standard (10) 

• S-Box 2 

 

 

• S-Box 3 

 

 

• S-Box 4 



Data Encryption Standard (11) 

• S-Box 5 

 

 

• S-Box 6 

 

 

• S-Box 7 

 



Data Encryption Standard (12) 

• S-Box 8 

 

 

 

• The results of S-Boxes are eight 4-bit sub-block 
then are combined into 32-bit block.   



Data Encryption Standard (13) 

• After this operation, 32-bit block is processed on Permutation Box (P-Box). 
Each input bit maps to output position 

 

 

• The output of P-Box is XORed with 32-bit left block of Initial Permutation 
output. This result is combined to 32-bit right block of Initial Permutation 
output. 

• Repeat these processes until 16 rounds. After all rounds, next process is 
Final Permutation. NOTE: left and right halves are not change after last 
round. 



Data Encryption Standard (14) 

Decryption 
• The operation of encrypt is the same as the 

opreration of decrypt. 

• The difference is that the key is used in reverse order 
, if the encryption keys for each round are 
K1,K2,K3,..., K16 then the decryption keys are K16 
K15 K14, ..., K1. 

• The key shift is right shift based on round. 

 Round 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

Number 0 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1 



Triple Data Encryption Standard 
(3DES) 

• It is the varian of DES that is based on a triple 
invocation of DES 



EXERCISE 



Exercise #1 

1. The Subtitution Cipher 

Decrypt ciphertexts below: 

a. XLOFQZMGT 

b. VHRUCZMD 

2. The Vigenere Cipher 

Keyword : cipher 

Ciphertext : EZNWXRPIAFWZU 

Decrypt the ciphertext! 



Exercise #2  

1. Given ciphertexts below: 

a. MGHCEXCEXBZYHXSANFN 

b. MGZVXMMXYWZVLFKHCPUB 

Determine the algorithm and their plaintexts! 

2. Given: 

a. P1 : protocol C1 : PCWVSCZT 

b. P2 : attack  C2 : AEBCGK 

Determine the key and algorithm! 



Exercise #3 

• Make the flowchart to describe encrypt and decrypt process 
of DES ! 

• Find Bahasa Indonesia text (from articles, newspaper, social 
media, etc) with 100 words 

– Use the text as input to DES algorithm 

• Find a software/Matlab procedure that  can encrypt and 
decrypt using DES,  

– analyze the result of each round,  

– compare input and output! 



Exercise #4 

• Suatu versi sederhana dari algoritma DES memiliki 2 putaran proses 
dengan kunci k1 = {11101001} dan k2 = {10100111}. Diketahui string 
plaintext 00101000. Urutan langkah utama pengolahan pesan adalah: 
permutasi inisial (IP), fungsi fk1, swapping (SW), fungsi fk2, dan permutasi 
final (IP-1). Fungsi IP dan IP-1 didefinisikan sebagai berikut: 

 

 

• Fungsi fk1 dan fk2 didefinisikan sebagai: fk(L,R) = (LF(R,SK),R). Fungsi SW 
hanya melakukan pertukaran paruh blok kanan dan kiri, jadi SW(L,R)  
(R,L). Fungsi F(p,k) mengambil 4 bit string p dan 8 bit kunci k untuk 
menghasilkan 4 bit keluaran. Langkah-langkah fungsi F(p,k) adalah sebagai 
berikut: 

i. Permutasi ekpansi E/P 

ii. XOR kunci dan hasil fungsi E/P 

IP   IP-1 

2 6 3 1 4 8 5 7 4 1 3 5 7 2 8 6 



Exercise #4 

iii. Substitusi kedua paruh blok berdasarkan kotak S 

 

 

 

 

 

 

iv. Keluaran kotak S menjalani permutasi P4 

• Soal: 
– Tentukan keluaran putaran pertama, yaitu keluaran proses swapping! 

– Tentukan hasil akhir proses enkripsi, yaitu ciphertext! 

S0 = 

  c0 c1 c2 c3 

  S1 = 

  c0 c1 c2 c3 

r0 1 0 3 2 r0 0 1 2 3 

r1 3 2 1 0 r1 2 0 1 3 

r2 0 2 1 3 r2 3 0 1 0 

r3 3 1 3 2 r3 2 1 0 3 
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