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Protocol of Cryptography 

Protocol is a series of steps between 
two or more parties to do the task. 

Characteristics of protocol: 

• It has a sequence from start to finish 

• It involves two or more parties 

• It achieves something 
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Protocol for Asymmetric 

Cryptography (1) 

– Alice and Bob agree on a cyptosystem. 

– Bob sends Alice his public key. 

– Alice encrypts plaintext using Bob’s public 

key and sends it to Bob. 

– Bob decrypts Alice’s ciphertext using his 

private key. 
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Protocol for Asymmetric 

Cryptography (2) 

– Alice gets Bob’s public key from database. 

All public keys are published on database. 

– Alice encrypts plaintext using Bob’s public 

key and sends it to Bob. 

– Bob decrypts Alice’s ciphertext using his 

private key. 
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Number Theory 



Modular Arithmetic 

– Mira says she’ll be home by 10:00, and she’s 13 hours late, 

what time does she get home?? 

 

– (10+13) mod 12 = 23 mod 12 = 11 

– Another way of writing this is to say that 23 and 11 are 

equivalent, modulo 12: 

 



 

 

                            if 

 

 

– b is called the residue of a, modulo n.  

– a is called congruent to b, modulo n 





Example : 

𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒    𝑎8𝑚𝑜𝑑 𝑛 
(a x a x a x a x a xa x a x a) mod n  don’t! 

((𝑎2 𝑚𝑜𝑑 𝑛) 
2

 𝑚𝑜𝑑 𝑛) 
2

 𝑚𝑜𝑑 𝑛 
 



Prime Number 

– A prime number is an integer greater than 1 whose only 

factors are 1 and itself: No other number evenly divides it 

– Ex:  2, 73,  2521, 2365347734339, etc. 

 

 



Greatest Common Divisor 

– Two numbers are relatively prime when they share no 

factors in common other than 1.  

– In other words, if the greatest common divisor of a and n is 

equal to 1.  

– This is written:          gcd(a,n) = 1 

– The numbers 15 and 28 are relatively prime, 15 and 27 are 

not, and 13 and 500 are. A prime number is relatively 

prime to all other numbers except its multiples 



Inverses Modulo 

– The multiplicative inverse of 4 is ......... (?) 

– How about modulo? 

 



Example 

– The inverse of 5, modulo 14, is 3.  

– 2 has no inverse modulo 14 



Calculate! 

– Inverse 5 (modulo 7) =  ? 

– Inverse 11 (modulo 8) = ? 

– Inverse 5 (modulo 2)=? 

– Inverse 9 (modulo 3)=? 



Answer 

(a) 3 

(b) 3 

(c) 1 

(d) Tidak memiliki invers 

 

 

 



Euler Totient Function(1): 
another methode to calculate inverse modulo n 

– The reduced set of residues mod n is the subset of the 

complete set of residues that is relatively prime to n 

– If n is prime, then the reduced set of residues mod n is the 

set of all numbers from 1 to n- 1.  

– The number 0 is never part of the reduced set of residues 

for any n not equal to 1 



– The Euler totient function, also called the Euler phi function 

and written as                  ,  is the number of elements in the 

reduced set of residues modulo n. In other words,             is 

the number of positive integers less than n that are 

relatively prime to n (for any n greater than 1).  

(Leonhard Euler, pronounced “Oiler, ” was a Swiss 

mathematician who lived from 1707 to 1783.) 

Euler Totient Function(2): 
another methode to calculate inverse modulo n 



Find The Reduced set of 

residues from the number 

below! 

– 12  1, 5, 7, 11 

– 5 

– 4 

– 9 

– 7 

– 14 

 

 

 

 



Answer 

– 12  1, 5, 7, 11       

– 5  1, 2, 3, 4 

– 4  1, 3 

– 9  1, 2, 4, 5, 7, 8 

– 7   1, 2, 3, 4, 5, 6 

– 14  1, 3, 5, 9, 11,13 

 

 

 

 



 



 



– Both methods for calculating inverses can be extended to 

solve for x in the general problem (if gcd (a,n) = 1): 

                  (a*x) mod n = b 



Calculate x! 

– 3x mod 5 = 4 

– 4x mod 3 = 2 

– 7x mod 6 = 2 

– 2x mod 3 = 1 

 

 

 

 



One-Way Function 

 



One Way Function 

one-way 
function is 
central to 
public-key 

cryptography 

One-way 
functions are 
relatively easy 
to compute, 

but significantly 
harder to 
reverse 

That is, given x 
it is easy to 

compute f(x), 
but given f(x) it 

is hard to 
compute x.  



Trapdoor 

A trapdoor one-way 
function is a special type of 
one-way function, one with 

a secret trapdoor.  

It is easy to compute in one 
direction and hard to 
compute in the other 

direction. But, if you know 
the secret, you can easily 

compute the function in the 
other direction 

That is, it is easy to 
compute f(x) given x, and 
hard to compute x given 

f(x). However, there is some 
secret information, y, such 
that given f(x) and y it is 

easy to compute x 



One Way Hash Function 

– A one-way hash function has many names: compression 

function, contraction function, message digest, fingerprint, 

cryptographic checksum, message integrity check (MIC), 

and manipulation detection code (MDC). 



One Way Hash Function 
A hash function is a function 
mathematical or otherwise, 
that takes a variable-length 

input string (called a pre-image) 
and converts it to a fixed-length 
(generally smaller) output string 

(called a hash value).  

to produce a value that 
indicates whether a candidate 

pre-image is likely to be the 
same as the real pre-image. 



– A one-way hash function is a hash function that works in 

one direction: It is easy to compute a hash value from pre-

image, but it is hard to generate a pre-image that hashes to 

a particular value.  

– A good one-way hash function is also collision-free: It is 

hard to generate two pre-images with the same hash value. 



Message Authentication 

Codes 

A message authentication code (MAC), also known 
as a data authentication code (DAC), is a oneway 
hash function with the addition of a secret key . 

The hash value is a function of both the pre-image 
and the key.  

The theory is exactly the same as hash functions, 
except only someone with the key can verify the 

hash value. 

You can create a MAC out of a hash function or a 
block encryption algorithm; there are also 

dedicated MACs 



Digital Signature 

– Why Signature? 

– The signature is authentic.  

– The signature is unforgeable. The signature is proof that the 

signer, and no one else, deliberately signed the document 

– The signature is not reusable.  

–  The signed document is unalterable.  After the document is 

signed, it cannot be altered. 

– The signature cannot be repudiated. 



Signing Documents with 
Public-Key Cryptography 

– Basic Protocol: 

– Alice encrypts the document with her private key, thereby 

signing the document. 

– Alice sends the signed document to Bob. 

– Bob decrypts the document with Alice’s public key, thereby 

verifying the signature. 



The Protocol Statisfies the 

Characteristic 

– The signature is authentic; when Bob verifies the message 
with Alice’s public key, he knows that she signed it. 

– The signature is unforgeable; only Alice knows her private key. 

– The signature is not reusable; the signature is a function of the 
document and cannot be transferred to any other document. 

– The signed document is unalterable; if there is any alteration 
to the document, the signature can no longer be verified with 
Alice’s public key. 

– The signature cannot be repudiated. Bob doesn’t need Alice’s 
help to verify her signature. 



Signing Documents with Public-
Key Cryptography and One-Way 
Hash Functions 

– Protocol: 

– Alice produces a one-way hash of a document. 

– Alice encrypts the hash with her private key, thereby signing 

the document. 

– Alice sends the document and the signed hash to Bob. 

– Bob produces a one-way hash of the document that Alice sent. 

He then, using the digital signature algorithm, decrypts the 

signed hash with Alice’s public key. If the signed hash matches 

the hash he generated, the signature is valid. 

 



– The bit string attached to the document when signed (in 

the previous example, the one-way hash of the document 

encrypted with the private key) will be called the digital 

signature, or just the signature.  

– The entire protocol, by which the receiver of a message is 

convinced of the identity of the sender and the integrity of 

the message, is called authentication 



Public Key Algorithm 

– Since 1976, numerous public-key cryptography algorithms 

have been proposed.  

– Many of these are insecure. Of those still considered 

secure, many are impractical. Either they have too large a 

key or the ciphertext is much larger than the plaintext 



– Only three algorithms work well for both encryption and 

digital signatures: RSA, ElGamal, and Rabin. All of these 

algorithms are slow.  

– They encrypt and decrypt data much more slowly than 

symmetric algorithms; usually that’s too slow to support 

bulk data encryption. 



– Advantages 

– Only private key must be kept secret. 

– In large network, the number of keys may be smaller than in 

the symmetric algorithm. 

– Disadvantages 

– Key sizes are larger than the key of symmetric algorithm. 

– No public-key scheme has been proven to be secure. The most 

effective public-key encryption schemes have their security 

based on the set of number. 



RSA 

 



RSA 

– Named after the three inventors—Ron Rivest,  Adi Shamir, 

and Leonard Adleman. 

– RSA gets its security from the difficulty of factoring large 

numbers.  

– The public and private keys are functions of a pair of large 

(100 to 200 digits or even larger) prime numbers 



– To generate the two keys, choose two random 

large prime numbers, p and q. For maximum 

security, choose p and q of equal length. Compute 

the product: 

                                    n = pq 

– Then randomly choose the encryption key, e, 

such that e and (p - 1)(q - 1) are relatively prime. 

 

 

 



– Finally, use the extended Euclidean algorithm to compute the 
decryption key, d, such that 

 

 

 

 

 

– Note that d and n are also relatively prime. The numbers e and n are 
the public key; the number d is the private key. 

– The two primes, p and q, are no longer needed. They should be 
discarded, but never revealed. 



Key Generation 

 



Encryption 

– To encrypt a message m, first divide it into numerical blocks 
smaller than n (with binary data, choose the largest power 
of 2 less than n). 

–  That is, if both p and q are 100-digit primes, then n will 
have just under 200 digits and each message block, mi , 
should be just under 200 digits long. (If you need to encrypt 
a fixed number of blocks, you can pad them with a few 
zeros on the left to ensure that they will always be less 
than n.)  

– The encrypted message, c, will be made up of similarly sized 
message blocks, ci, of about the same length. The 
encryption formula is simply 



Encryption 

 



Decryption 

 



Decryption 

 



Example 

– Select two prime numbers, p = 17 and q = 11. 

– Calculate n = pq = 17 × 11 = 187. 

– Euler phi function  Calculate           = (p - 1)(q - 1) = 16 × 
10 = 160. 

– Select e such that e is relatively prime to          = 160 and 
less than            ; we choose e = 7. 

– Determine d such that  d e = 1 (mod 160) and d < 160. 

– d= 𝑒−1𝑚𝑜𝑑  

– The correct value is d = 23 

 



– The resulting keys are public key PU = {7, 187} and private 

key PR = {23, 187}. 



– Ex: Plaintext message  M = 88 

– Encryption : 

C = (88^7) mod 187=11 

– Decryption : 

M = (11^23) mod 187=88 

 

 



 



General Approach of RSA 

 



Example 

 



Speed of RSA 

– about 1000 times slower than DES 

– The fastest VLSI hardware implementation for RSA with a 

512-bit modulus has a throughput of 64 kilobits per second 

– RSA encryption goes much faster if you’re smart about 

choosing a value of e. The three most common choices are 

3, 17, and 65537 (2^(16) + 1). (The binary representation of 

65537 has only two ones, so it takes only 17 multiplications 

to exponentiate.) 



Standards 

– RSA is a de facto standard in much of the world. The ISO 
almost, but not quite, created an RSA digital-signature 
standard; RSA is in an information annex to ISO 9796.  

– The French banking community standardized on RSA, as have 
the Australians.  

– The United States currently has no standard for public-key 
encryption, because of pressure from the NSA and patent 
issues. 

– Many U.S. companies use PKCS, written by RSA Data Security, 
Inc.  

– A draft ANSI banking standard specifies RSA. 



Exploration 

1. Alice want to send Bob secret message of 

M = (4 digit terakhir dari NIM)using RSA with p

= 13 and q = 17. Bob chooses his public key of 11. 

Determine: 

– the ciphertext : n, 𝐶1, 𝐶2 

 

– the decryption key: 𝜑 𝑛 , d 

 

2. Explore what kind of attack able to do in RSA! 



HAPPY LEARNING!! 

 


